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1. Abstraction

The NOVA procedure at Deutsche Rentenversicherung is responsible for authorizing users
for other specialized procedures. Users, organizations, procedures and authentications are
managed via NOVA.

Gender Notice

' For better readability, the male form is used for person related expressions and nouns in this

. documentation. Corresponding terms apply in principle to all genders in the interests of equal
treatment. The abbreviated language form is for editorial reasons only and does not imply any
opinion or judgement.

2. Introduction

The NOVA web portal is an administration application that allows users of other
organisations to access DRV procedures (DRV = German pension insurance). (In German:
NOVA = Nutzer b Organisation B Verfahren B Administration).

This application provides tools for the hierarchical administration of organisations and
their users and for the assignment of access paths (authentication types) for DRV
procedures on the organisation and user level.

This user manual is intended to serve as a reference work for AminNOVA administrators.
The following explains the terminology and the essential constituents of the concept.

3. System requirements

This application supports the latest version of:

¥ Firefox

¥ Edge

4. Terminology

This section explains the terminology you must understand when using the NOVA
application.



4.1. NOVA administrators

The application is designed for a range of users. These are divided into the following user
groups (roles):

¥ Role: SuperNOVA (chief DRV administrators)
¥ Role: AdminNOVA (organisation administrators)

¥ Role: OrgNOVA (limited organisation administrators)
Your user group defines the functions available to you in the NOVA application.

The main differentiating feature is that AdminNOVA administrators have limited access
only to organisations, in which they are explicitly registered as administrators. By
inheriting these administrative rights down the organization tree, the AdminNOVA-
administrator may also indirectly administer their sub-organizations, unlike the OrgNOVA
administrators. Besides that ADminNOVA- and ORgNOVA administrators may not manage
procedures.

4.2. Procedure

A procedure is a specialised DRV application that can be provided to subscribing (external
and internal) organisations and their users. DRV administrators (SuperNOVA
administrators) may create and manage these procedures as well as their roles and
structural units.

4.3. Organisation

This application manages organisations in a hierarchical structure. From the umbrella
organisation (topmost level) to the lowest level in the so called organisation tree, each
organisation level can be subdivided further into child organisations.

An organisation can be assigned access paths to the DRV procedures. Furthermore, a
(sub)organisation generally contains users that may access to the available procedures.

4.4. User

"Users" is the term given in this application to NOVA persons that belong to an organisation
and own potential roles and access paths to the DRV procedures. A user is therefore not a
NOVA user, but a user of the DRV procedures managed by means of NOVA.



Administrators can, for instance, create and edit users (change their personal details),
assign procedures out of organisation permissions (= procedures, which are not subscribed
by their organisation), define roles in procedures, and suspend or block a person.

4.5. Authentication type

Before a user can log into a procedure ("eLogin"), he must first have an assigned role for
this, and so called authentication types (access paths) and targets to this procedure.

Possible authentication types:

¥ User name / ID and password
¥ New personal ID
¥ Signature card

¥ RACF
Possible targets:

¥ Internet
¥ Intranet
¥ Extranet

¥ etc.

The user is provided with the authentication types and targets that are assigned to his
organisation with the corresponding procedure.

In addition, administrators can also configure exemptions for individual users.

4.6. Role concept

A user needs not only authentication types, but also role assignments specific to the
procedure before he can log into a procedure. These role assignments are likewise managed
in the NOVA application.

4.7. Structural unit

A number of procedures offer the additional option of defining so-called structural units for



a user. A structural unit can be seen as a subdivision of a role, which can represent a
restriction or an extension of the rights of the role (e.g. role "Clerk" and structural unit
"Names ADF").

5. General layout of the NOVA user interface

The NOVA application presents a user interface divided into four sections. These are a help
bar (top right), the application menu (main area on the left), the contents area (at the centre
of the main area), and the navigation path (above the main area). The functions provided
by each of these areas are described in the following sections of this manual.
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Figure 1. General layout



6. User

Users need to exist in NOVA, in order to be granted with access rights to a procedure and so
be able to log into that procedure. For this reason administrators may create new users and
search for existing users in their organizations they administer, as well as manage users
data and their access rights.

For AdminNOVA administrators , this applies to users in organizations in which they are
explicitly registered as administrators and their sub-organizations .

6.1. Search user

By using the button "Search users" in the application menu administrators can search for
users of the organizations they administer.

The following attributes can be used for the search:

¥ Last name

¥ First name

¥ User name/ID

¥ Insured personOs elder/insured personOs advisor (GMSC)
¥ Name of the organization

¥ Filter
This can be used to filter according to the status of the user. The selection "All", "Active",
"Blocked" and "Suspended" are available. The default value is "Active" and "Blocked".
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Figure 2. Search user

Please note the following when entering a search term:

¥ A word search is carried out for input fields. For a full text search, you can use the
wildcards " * " (as a placeholder for several characters) and "?" (as a wildcard for exactly
one character) are available.
However, no wildcard symbol may appear in the first position of the search term
However, at least three characters must be entered for the surname, first name, senior
insured person/insurance advisor (GMSC) and name of the organization must contain at
least three characters and at least two characters for user name/ID ("BE*" finds "USER")
or one character before and one character after the wildcard symbol.

¥ The name is not case-sensitive (“firsthame" finds "firstname"). "first name").

¥ |If the number of hits is too large, the filter settings must be refined.



The result of the search is a table in the following form:
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Figure 3. Result of user search



The following functions are available in the search results table:

¥ Sort
Click on a column title to sort by this column; repeated clicking on the column title

changes the sort order.

¥ Filter
If you enter a value in an input field in the table header, the table is filtered according to
this value. You can enter the entire filter term or only a part of it ("TZE" finds "NUTZER").

¥ Download
Click on "Download" to export the result of the search as a CSV file. The users are sorted

according to the surname

¥ Listing of maximum number of results
The maximum number of results displayed on a page can be set. You can either display
25 results per page or all results

¥ Paging
If the number of hits found exceeds the set maximum number of results to be displayed
on a page, the hits are split over several pages. You can scroll to the next page or to the
very last page.

¥ Display user
In the search results table, you can use the link behind the user name/ID to switch to the
detailed view of the user. This provides an overview of all important information about
the user. The link behind the organization takes you to the Detailed view of the
organization .

6.2. Show user

If you select a user in the search results table, you will get on the page "Show user" and you
will see the tab "Info" at first. Here are all information about the user available, and you can
manage the userOs data and role rights.

The following data can be viewed in different tabs in the "Show user" area:

¥ general user information (see Info),
¥ user data (see User data),
¥ authentication actions and information (see Authentication ),

¥ organisational and/or exemption procedures, their roles and structural units available
for assignment to the user (see Procedure ),



¥ roles and structural units  assigned to the user (see Roles),

¥ summary of the authentication actions and information, approved procedures, assigned
roles and structural units (see  Summary ),

¥ the history of the user (see History )
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6.2.1. Info
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Home - User — Searchusers - Show user

Show user
USER
4= Back to user search
Search users Prof. Nachname 1, Vorname 1

4= Testorganisation01
Create user

User data Authentication Procedure Roles Summary

ORGANISATION

General information

Search organisation

Here you can see the general user information. A user can be blocked, deblocked or

Show organisation suspended.
Create organisation User name/ID NUTZER1
Validity period from
PROCEDURE Validity period to
Last login
Show procedures s
Administrator block Not blocked
YOUR CURRENT LOGIN: System block Not blocked
RACF block
ADMINNOWVA, - NOVA, Admin BOE G e d
Suspended status Mot suspended Suspend
Personal area e
NOWVA administrator for » = Testorganisation01

Logout

* Geburtsmeldungen

Administrator assigned procedures e i
Session remaining time: 00:29:59 g P OpuonSK()mmunen

Grundsicherungsdatenabgleich

Personal data

Title Prof.

Name Nachname 1
Name affix NZ 1

First name Vorname 1
Date of birth 01/01/2011

Preferred Language

Comments / Notes

Mo remarks/notes available.

e) | Report barrier

Figure 4. Show user - Info
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In the "Info" tab you will find in addition to general information such as the userOs personal
data, other functions like  block/deblock  (see Block/deblock user ) and suspend (see
Suspend user).

6.2.1.1. Block/deblock users

By using the "Block" button an administrator can set manually a lock for a user. On the user
interface you can find the state lock in the "Info" tab in the "Administrator block" field.

Please note :

This administrator block can also be set by the system due to inactivity, i.e. if the user has
not logged in for a certain period of time or has not logged in at all since his account was
created.

The consequences of this function

¥ A blocked user can no longer log in to the procedure.
¥ By using the "Unblock" button an administrator can remove the lock.
¥ The user concerned is informed about the block or deblock by a separate e-mail.

Other locks (which are not set by the administrator lock):

¥ A system lock is caused by multiple login failures on the eLogin application, so this block
is not set by NOVA. On the user interface you can find the system state lock in the "Info"
tab in the "System block" field.

¥ A RACF lock is caused by detecting a missing RACF access for the user. If a RACF lock
exists, e.g. due to remote RACF access. On the user interface you can find the RACF state
lock in the "Info" tab in the "RACF block" field along with the note on RACF deblock.
Details can be found under * Authentication ", section "RACF".

6.2.1.2. Suspend user

By using the "Suspend" button an administrator can block permanently a user (e.g. in case
of retirement).

Please note :

This cannot be reverted in NOVA (compared to blocking a user).

The consequences of this function

¥ In this state, a user can no longer log in to a procedure.

12



¥ The userOs signature card is also automatically deleted.

¥ Suspended users are no longer displayed in the organization, but can be viewed using
the search function.

¥ The user concerned is informed about being suspended by a separate e-mail.

Further information:

¥ On the user interface you can find the organizations a user administer in the "NOVA
administration for" field.

¥ On the user interface you can find the procedures a user may manage in the
"Administrator assigned procedures" field.
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6.2.2. Data

Info User data [EWHGT ety Procedure Roles Summary History

Contact information

Email 1 ® NUTZER1@drv-test.de
Email 2

Telephone 089 1234-1

Fax 089 5678-1

Organisation

Mame of organisation = Testorganisation0l
Name affix

Company registration number (BBNR) 10000001
Community key (AGS)

KTAN 01

Doctor identifier number

Insurance senior/consultant (GMSC)

Personnel number PN 1
RACF ID
Email

Address

Address addition

Street, house number Strasse 1001 1
Postal code, place 80001 Miinchen 1
P.O.B. PF 1001

Country Deutschland

Process user data

Figure 5. Show users - Data

On the user interface the user data is summarized in the "Data" tab. This includes:

¥ Contact information



¥ Organization of the user
Including personnel number and RACF identifier

¥ Address of the user or organization

The function "Process user data" (see Process user data) is also available.

6.2.2.1. Process user data

By using the "Process user data" button an administrator can change the user data.

Please note :

¥ User name/ID cannot be changed.
¥ Identification code is part of the user name and therefore it cannot be changed.

¥ Changing the organization:

When an administrator changes the organization of a user, all invalid role and structural

unit assignments are removed. This applies only if the new organization has no
procedure assignments with the  roles and structural units of the user. It makes no
difference whether other organizations in the same branch have assigned the same roles
or structural units of the user concerned or whether it concerns centrally or locally
administered procedures. In addition, all exemption procedure assignments  of the user
are always removed. The administrator is notified before the userOs assignments are
removed. In order to be able to move the user into another organization, the
administrator must be authorized to the procedures to which the user has assignments.

The consequences of this function

¥ After saving the changes, the updated user data are displayed on the "Show user" page in
the "Data" tab.

¥ In addition, if you change the userOs first name and/or surname and/or email address,
the user is informed by a separate email with a PDF listing the changes to this data.
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Home - User - Searchusers -» Showuser - Process user

Process user

USER

T T Fields marked by ' are mandatory fields.

Create user

ORGANISATION

User name/ID: [NUTZER1 |

Search organisation Validity period from:

Validity period
to:

Show organisation Comments / Notes:

Create organisation

PROCEDURE

Show procedures

User name/ID

Personal data

YOUR CURRENT LOGIN: Lastname:*  [Nachname 1 | Name amc [nz1 |
ADMINNOVA - NOVA, Admin First name: * [vorname 1 | Date of birth: B
Logout
Email 1: * [NUTZER1@drv-test.de | Email 2: I |
Telephone: * [089 12341 | Fax: [089 5678-1 |

Testorganisation01

BBNR: 10000001
AGS:
= He‘:jilslatle - KTAN: o1
z.Hd. Max Muster 5
P.O.B.: PF 1000 1D code: _ vag
Strasse 1000 0 Sggé%%?nlsanon e
80000 Miinchen Donale
(Deutschland) Email:
Blocked status: Not blocked

Suspended status:

Not suspended

H

Doctor identifier

number:

Insurance senior/consultant (GMSC): l:l

Personnel [Pn1 | RACF ID:
number:

Email: [ |

Address

Copy from crganisation
Strest: [ strasse 1001 | House number:
P.OB. [PF 1001 | Address addition:
Postal code:* [ 80001 |
Place: * | Miinchen 1 | Country: *

\ \

Deutschland =

Figure 6. Edit users
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6.2.3. Authentication

On the user interface in the "Authentication" tab, an administrator can generate access data
for the user and send it in order the user can log in to a procedure. The authentication
actions and information are summarized on this tab. The following authentication types are
available:

¥ Username/ID, password
¥ Signature card

¥ RACF

Figure 7. Display user - Authentication

6.2.3.1. User name/ID, password
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