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1. Introduction

The eLogin application is a basic service for authenticating a user in various procedures
(applications). Depending on their authorization, the user has the option of logging into a
procedure using the following authentication types:

1. Login with username/ID and password

2. Registration with signature card

With this user manual we want to give you some tips on how to use the eLogin application.

2. Authorization concept

The eLogin application is based on an authorization concept. According to this concept, the
NOVA application defines authorizations for each user, which determine which type of
authentication, for which process applications and with which roles a user can log in. These
authorizations form an essential basis for logging in to the eLogin application and are
checked every time a user logs in.

Depending on which permissions have been defined for you as a user by the responsible
administrator, different functions of the procedural application are available to you.

3. Safety instructions

!

When working with the eLogin application, please note the following safety instructions:

¥ Work only in a single browser window

¥ Do not navigate using the forward or back button

¥ Use the applicationÕs logout function to log out of the application. The logout feature
terminates your ongoing session and prevents unauthorized parties from misusing your
session information.

¥ Close your browser window after logging out

¥ Please note the "Terms and Conditions of Participation and Use" for eLogin&NOVA. You can
find these in your personal area under "Documents".
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4. Home page

Figure 1. eLogin homepage

In the top bar of the screen there are the menu items "Contrast", "Home", "Language",
"Help" and "Contact", the functions of which are explained below.

The home page shows current information provided by the DSRV Authentication team. This
information is displayed sorted by internally assigned priority (high priority at the top, low
priority at the bottom) and by creation date (older at the top). Using the "Home page" menu
item you can return to the first page of the eLogin application from any view.
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5. Contrast

Figure 2. Home page of eLogin with increased contrast

The contrast of the surface can be increased using the "Contrast" menu item. Selecting the
menu item again takes you back to the original settings.
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6. Language

Figure 3. Language selection in the menu at the top right

The language of the surface can be changed via the menu item "Language". This language
selection overwrites the language stored in the user base. You will choose your language
permanently. You can find out which language is currently stored for you in the user base
for your Personal area  under "Short overview".

If no language has been defined yet or if you are accessing eLogin for the first time, the
browser language will be adopted as the default. If you do not set your language yourself
using the menu item mentioned above, the browser language will be adopted into your user
base.

The procedures to which you are redirected can read your language selection via eLogin
and take it into account when displaying the application. Find out from your contact person
about the respective specialist procedures which languages are supported there.

7. Help

Depending on which page you are on and access the "Help" menu item, you will be given
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context-related help. In the example below, the help function was called up on the home
page.

Figure 4. Help page and user manual

On the help pages you also have the option of downloading the user manual as a PDF.

8. Contact

You should always select the "Contact" menu item if you have a technical problem with the
application that you cannot solve yourself and you want to get in touch with the pension
insurance data center (DSRV).

Here you will find a contact form. Please first select the background of your message under
"Content" and the procedure concerned under "Procedure". After entering your message
and your personal and work details, you can send your message to the DSRV by clicking
"Send".

eLogin user manual 10 / 2025

5



Figure 5. Contact form

9. Registration area

On the left side of the homepage is the registration area where you can select a registration
type.
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Figure 6. Login area

As already mentioned, you can log in to the eLogin application as follows:

1. Login with username/ID and password

2. Registration with signature card

The two types of registration are described in detail in the following sections.

10. Login with username/ID and password

In order to be able to register in eLogin with the username/ID and password, you must have
the necessary registration information. If you take part in eLogin for the first time, your
administrator must have provided you with the username/ID and a PIN in advance. You
have also received an email with an activation code through which you can set your
password yourself.

¥ If you are already in the possession of username/ID, valid password and PIN, you can
already make the registration, as described in the next section.

¥ If you are already in the possession of username/ID and valid password but do not yet
have a PIN, you will be requested to set a PIN the next time you register, see Set PIN
initially at login .

¥ If you are already in the possession of username/ID and valid password, but you no
longer know your PIN, then you can have your PIN reset, see Reset PIN.
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¥ If you are already in the possession of username/ID and the PIN but do not yet have a
valid password, you can use Reset password

¥ If you are neither in the possession of your username/ID, nor the PIN, nor a password or
email with the activation code, please contact your administrator or contact the DSRV
under "Contact" (see Contact ).

10.1. Login form

Click the "Login with Username/ID and Password" link to log in.

Figure 7. Login with username/ID and password

Now please enter your usernname/ID in the "Username/ID" input field and the associated
password in the "Password" input field and click on "Register". You will be forwarded to
your specialist procedure or (see also Role selection ).

Please now enter your username/ID in the "Username/ID" input field and the associated
password in the "Password" input field. The username/ID and password were sent to you by
email/fax or post from DSRV.
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Figure 8. Completing the login

If you entered your username/ID or password incorrectly, the following screen will appear:

Figure 9. Invalid username or password
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You have a total of three failed attempts. After the third failed attempt, your account will be
blocked. In this case, you can use the function Reset password  to reset your password.

Figure 10. Notification of account suspension

10.2. Set PIN initially at login

If you have already had a valid username/ID and password before the introduction of a PIN
as an additional security feature, you will be asked to set your first PIN by yourself. Follow
the instructions on the page and set a PIN according to the rules listed there.

!
Setting and filing of the PIN

Set a PIN that corresponds to the guidelines of strong passwords and keep this PIN protected
from third parties. Your PIN has no expiry date. The PIN should not be easy to guess or have
similarities to your password or username/ID.
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Figure 11. Setting PIN initially

After setting the PIN, you can log in.

10.3. Reset password

As a registered user, you have the option to set a new password yourself via eLogin in the
"Reset password" area. To do this, click on the "Reset password" link and enter your
username/ID and your PIN in the dialog shown. If your entries are correct, you will soon
receive an email with an activation link to set a new password. The further steps
correspond to those to set a new password (see Set new password ).

Please note that if the data is entered incorrectly, no error message appears on the page. If
you have entered your username/ID correctly but your PIN incorrectly, you will receive an
email with the message that the password reset has failed. In addition, you will be informed
of how many attempts will remain to enter the PIN. If you have also entered your
username/ID incorrectly, you will not receive any email.
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